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Abstract  

This thematic study analyses the use of Information and Communication 

Technologies (ICT) tools in freight transport, focusing on the impacts, benefits and 

challenges of their application. The study's primary ICT tools of interest are as 

follows: Global Positioning System (GPS), Geographic Information Systems (GIS), 

Transport Management Systems (TMS), Electronic Data Interchange (EDI), Internet 

of Things (IoT), Big Data analysis and Blockchain Technology. 

The implementation of these tools has been shown to improve operational 

efficiency, reduce costs and emissions, and enhance customer satisfaction 

through improved visibility and communication in the supply chain. However, the 

implementation of these technologies is not without challenges, including high 

initial costs, data security concerns, system incompatibilities, regulatory 

obligations, and shortages of skilled labour. 

The study proposes strategies to address these challenges, including investments 

in education and awareness, the strengthening of collaboration between 

stakeholders, the promotion of policies to reduce costs, and the tightening of data 

security and privacy regulation. In conclusion, the wider adoption of ICT tools in 

freight transport holds considerable potential for enhancing the sustainability and 

efficiency of the industry. 
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1 Introduction 

Information and communication technology (ICT) tools integration in freight 

transport has become a key factor in the field of global logistics, as the industry is 

evolving at a fast pace. In today’s globalized market, real time data exchange is 

more critical than ever. This thematic study provides a reference point for the 

analysis of the impact of ICT tools in freight transport. The ICT tools include tracking 

systems, data analytics, IoT applications for goods transportation, tracking and 

management. These technologies not only improve operational performance but 

also help create a more sustainable transportation ecosystem by increasing 

visibility, streamlining communication, and fostering collaboration among 

stakeholders. This thematic study provides an overview of the ICT tools in freight 

transport and assesses the challenges and benefits of implementing ICT tools in 

freight transport.  

To ensure a clear understanding, it is essential to define the terms “freight 

transport” and “Information and communication technology (ICT) tools”. 

o Freight Transport (FT): Freight transport (FT) encompasses the movement of 

goods within inland transport networks, primarily involving road transport 

between specific loading and unloading points. This process forms an 

integral part of the logistics chain, facilitating the transfer of goods across 

various distances and locations within a country or among countries. FT 

may be categorized into two main types: national and international road FT. 

National Road FT is defined by the transportation of goods from one location 

to another within national borders, using a vehicle registered in that country. 

International road FT involves moving goods between two different 

countries, regardless of where the vehicle is registered [1]. 

o Information and communication technology (ICT) tools: Information and 

communication technology, abbreviated as ICT, covers all technical means 

used to handle information and aid communication. This includes both 

computer and network hardware, as well as their software [2].  
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2 ICT tools 

A variety of information and communication technology (ICT) systems are 

employed in the logistics sector. The technical capabilities of each of these systems 

frequently overlap with one another. The implementation of the system software 

package and the system type are the two main determinants of these overlapping 

technological features (Figure 1). Furthermore, an ICT system utilizes a variety of 

information technologies to fulfil its technological requirements [3]. 

 

 

Figure 1: Logistics ICT systems functionality overlapping 

Source: [3] 

 

2.1.1 Global Positioning System (GPS) and Geographic Information 

System (GIS) 

Global Positioning System (GPS) and Geographic Information System (GIS) are two 

different, though related, technologies which enable the collection, storage, 

management, analysis, and display of spatial data [4].  

On the one hand, GPS is a space-based navigation system that uses GPS satellites 

to provide information regarding location and time. On the other hand, GIS 

captures, analyses and presents data related to spatial elements. GIS integration 

in road freight transport yields improvements in planning, management, and 

execution and is virtually irreplaceable. Accurate data visualization, dynamic 
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analysis, and improved decision-making processes are essential for handling the 

complexities of current freight transport systems, and GIS technology allows this 

[4]. 

GPS and GIS technologies offer a variety of benefits in freight transport, including 

real-time tracking, reduced delays, and costs, as well as efficient route planning, 

which can contribute to improved operational efficiency and profitability. However, 

even when GPS tracking provides a lot of benefits, a prominent issue is data 

privateness and system’s reliability, and thus, necessary robust governance is 
required to solve these issues [4]. 

2.1.1.1 Real-time tracking 

In the transportation industry, the use of GPS and GIS technology is essential for 

improving customer satisfaction, safety, and performance. On the one hand, GIS 

technology employs artificial satellites to provide real-time traffic information, 

thereby enhancing planning and decision-making efficiency, stimulating urban 

road traffic growth, and ensuring long-term efficacy [5]. On the other hand, the use 

of GPS data is essential for accurately estimating the time required for truck 

transportation [6].  

The use of GPS in business contexts enables customers to obtain enhanced 

directions, track status, and manage services with greater efficiency, thereby 

supporting the growth, safety, and on-time delivery of businesses [7]. The data 

generated can be employed to predict travel times, providing accurate data on 

travel times and optimizing logistics transport [6]. Furthermore, GPS technology is 

instrumental in the effective analysis of various logistics aspects, such as the 

selection of the most efficient routes and the monitoring of drivers' performance 

[7]. 

2.1.1.2 Reduced delays and costs and efficient route planning 

The information from the GPS is beneficial in understanding the behavior of freight 

vehicles within the urban environment and assessing and developing optimal 

loading/unloading zones. It is crucial for transport policymakers to facilitate better 

and environmentally friendly freight transport systems, and such information is 

vital for the authorities to enable them to set policies for this purpose [8]. This 
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capability is essential to reduce fuel consumption and avoid “empty” trips, resulting 

in minimized transportation costs. [7]. As a result, integrating GPS tracking devices 

with the most effective transport management programs improves functionality, 

increases aggregation, and simplifies complexity. Effectiveness, satisfaction, and 

cost savings depend on controlling consumption and performance, as well as 

timeliness with respect to vehicle usage.  

Furthermore, GIS models are utilized to assess the environmental impact of freight 

transportation, in particular noise and air quality, in order to encourage sustainable 

transportation practices. Additionally, this technology provides a framework for 

determining optimum modes of transportation and finding efficient logistics 

strategies via determination of safety factors, including accident rates [9].  

2.1.1.3 Managing freight transport systems 

Integrated GPS models, as opposed to a standalone model can specifically 

evaluate the intermodal connectivity and efficiency of different modes 

transportation. GIS based decision support systems are used by policymakers to 

analyze the effect of intermodal transport to socio-economic and environmental 

factors [10]. The intermodal transportation system offers significant potential for 

optimizing road freight operations. However, it also presents challenges related to 

data accessibility and the capacity of technology to meet the evolving 

transportation demands. 

2.1.2 Transportation Management System (TMS) 

Transportation Management System (TMS) plays a pivotal role in advancing a 

more efficient, sustainable, and economical road freight transportation system. 

Transportation Management Systems (TMSs) are designed to collect and process 

information related to transportation activities to perform the functions of flight 

planning, optimization, control, routing, carrier selection, and contractor selection 

[11]. Despite the continued advantages of TMS, challenges remain, including the 

accuracy of user data and the necessity for continuous technological 

maintenance. The resolution of these issues is crucial for the effective use of TMS in 

road freight transport. 
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2.1.2.1 Efficiency and cost reduction 

TMS serves as an enabler in improving the efficiency and reliability of road freight 

transport. Through integrated use of advanced technologies and management 

practices, TMS enhances the planning, execution, and monitoring of goods 

movement, and improves service delivery, at lower cost. 

For example, in the automotive parts industry the implementation of TMS resulted 

in a 3,8% reduction of freight expenses. Moreover, the implementation of a TMS can 

facilitate the automation of logistics processes, thereby streamlining operations 

and reducing execution times. For instance, a three-day reduction in month-end 

processes has been observed [12]. 

Furthermore, integrated digital platforms within TMS provide enhanced visibility, 

advanced analytics, and the optimization of freight management processes, 

enabling logistics companies to navigate a complex market landscape more 

effectively [13]. Moreover, the significance of efficient transportation for regional 

economic growth was highlighted by the correlation between economic growth 

and freight transportation performance [14].  

2.1.2.2 Reliability and Risk Mitigation (RRM) 

TMS can assist in enhancing reliability and reducing the risks associated with road 

freight transport across a range of operational areas. For instance, the delivery 

fulfillment process and the responsiveness of supply chains rely heavily on 

structured planning and control cycles [15]. Furthermore, urban road traffic is a 

chaotic process, which makes it highly unpredictable. This, in turn, increases the risk 

of accidents. To improve road safety, it is necessary to use a management 

approach that accounts for these dynamics [16]. Moreover, management systems 

can adapt to risks in logistics transport, ensuring timely and secure delivery [17]. 

Digital twin technology in TMS can also monitor and adjust business processes in 

real time based on external changes. Moreover, TMS can mitigate risks surrounding 

cargo delivery by identifying deviations from expected performance [18]. 

Finally, a fully implemented TMS helps boost visibility and transparency of this entire 

process from a standpoint of communication with the customer, and moreover 

develop the capability to fix problems proactively. Additionally, TMS can simplify 

invoicing and billing routines thereby lowering errors and streamlining payment. 
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While the added benefits are not simply operational efficiency, they are more than 

cost savings and increased customer satisfaction. 

2.1.2.3 User engagement data quality 

Another critical aspect is the quality of road freight service. In order to optimize road 

freight operations and improve service quality, it is essential to have high-quality 

user engagement data in the TMS. Inaccurate data entry is a consequence of users 

entering data that are either inaccurate or incomplete. This is often the result of the 

user’s lack of attention to detail. This has the effect of impeding the effectiveness 

of the TMS, as inaccurate data diminishes decision-making and operational 

efficiency. In order to address this issue, methods such as Log Evaluation through 

Operation Sequence Distribution (LEOSD) have been proposed. These methods 

identify and filter out bad quality user data, thereby improving the overall data 

integrity and system performance [19]. 

In a competitive market environment, the need for an effective coordination of 

transportation, improvement of safety standards and logistics management has 

become critical, and TMS applications are integral to achieve it [20]. However, this 

integration enables companies to respond better to customer demands for 

efficient service and for achieving customer satisfaction by tailoring the transport 

management to be more responsive and customer centered.  

Finally, process mining and control charts contain the tools for real time monitoring 

so that transportation metrics can be adjusted in a timely manner to increase 

reliability and performance [21].  

2.1.3 Electronic Data Interchange (EDI) 

Compared to other modes of transport, the field of road freight transport presents 

itself in two key forms: as a commodity market and as a heavy carrier of burden for 

the community of roads. Electronic Data Interchange (EDI) enables movement of 

information between stakeholders (i.e., shippers, carriers, customers) with the rapid 

change and exchange of this information supporting any number of operational 

processes such as documentation, tracking and compliance management. The 

integration of digital technologies has the potential to enhance logistics 

performance and reduce the administrative burden. 
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Despite the considerable advantages offered by EDI in operational contexts, 

including increased efficiency, the security of data and the interoperability of 

systems remain significant challenges. It is essential to address these issues to fully 

realise the benefits of EDI in road freight transport. 

2.1.3.1 EDI and traffic measures 

The implementation of EDI is of critical importance in the optimization of road 

freight transportation, as it provides the necessary support for effective traffic 

management, information-driven decisions, and an economic response. The 

ability of EDI systems to capture and analyze data on truck movements allows for 

the informed decision-making process regarding infrastructure investment, with a 

focus on freight traffic patterns. Furthermore, the integration of GPS and shipment 

data ensures the availability of information regarding average travel times and trip 

frequencies, which are essential [22]. 

2.1.3.2 Freight management digital platforms 

The role of Digital Platforms (DPs) in freight management introduces visibility, 

enables advanced optimization, and provides strong analytics. Digital platforms 

support logistics companies in customer-oriented approaches, which is 

particularly important because most of the companies in this market are 

fragmented and competitive. Digital platforms include numerous technologies 

such as cloud computing, the Internet of Things (IoT), big data analytics and 

blockchain, which have the potential to completely change the way that 

conventional logistical procedures are performed. Supply chain communication 

among different stakeholders could be improved, procedures could be reduced, 

resources could be optimally allocated, and transparency could be increased 

through these platforms [23]. 

2.1.3.3 Economic impacts 

In economic terms, the impacts will be far more pronounced in economically 

unsteady parts of Southern Europe, for instance, where variations in GDP have 

strong connections with freight transport demand. Additionally, EDI systems 

support the adaptation to such economic changes by setting freight transport 

activities in line with changing economic parameters, which has a positive effect 

on maintaining performance and resilience in unstable markets [24]. It follows that 
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EDI, combined with digital platforms, also plays a significant role in developing the 

efficiency of freight transportation, enhancing market competitiveness, and 

increasing economic flexibility.  

2.1.4 Internet of Things (IoT) and Telematics 

The redefinition of the industry through greater deployment of operational 

efficiency, safety, and real-time monitoring is made possible by the modulation of 

the Internet of Things (IoT) and telematics in road freight transport. The most 

significant challenge facing the supply chain industry is the high cost of operations 

and the lack of visibility into the supply chain itself.  

While IoT and telematics have much to offer, these must be addressed by way of 

proper data security and the plugging of system vulnerabilities in order to allow 

safe deployment of such technologies in road freight transport. 

2.1.4.1 Improved operational reliability 

Integrating IoT and telematics into freight transportation creates more reliable 

operations, which improve safety and support the environment. IoT real-time 

tracking supports effective route optimization, shortening lead times and lowering 

operation costs-each with very substantial potential reliability gains [25], [26]. 

Telematics also have a positive effect on reliability through ongoing vehicle health 

monitoring, informing drivers about possible mechanical issues with their vehicles 

and thus preventing unplanned downtime [27], [28].  

2.1.4.2 Improved safety measures 

In the field of safety, the use of IoT and telematics offers a couple of critical features 

in the form of automatic accident detection. By leveraging IoT and telematics, the 

systems can automatically detect accidents and notify emergency services, 

potentially reducing response times and saving lives [29]. Advanced telematics 

can provide valuable insights into driving behavior, which can inform more 

effective driver training and enhance safety protocols [30], [31]. 

2.1.4.3 Environmental impact management 

Telematics also have the potential for better management of environmental 

impacts of road freight. By using data through telematics, companies and policy 
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makers are able to consider environmental effects of urban freight and find the 

unintended consequences of some policies, such as the London Lorry Control 

Scheme, which increased the amount of vehicle kilometers and fuel consumed 

[32]. These further contribute to environmental sustainability in the way that 

information and communication technologies, including IoT, reduce CO2 emissions 

in road freight transport [33]. The conclusion is that IoT and telematics are the 

required enablers for a more reliable, safer, and more environmentally sustainable 

freight transportation system. 

2.1.5 Big Data and Analytics 

Big data and analytics are transforming road freight transport (RFT), increasing 

efficiency, sustainability and decision-making ability. Vast data sources are 

integrated for better traffic modelling, demand forecasting and bottleneck 

identification for more optimized logistics operation as well as for customer 

satisfaction. Despite the challenges, RFT offers significant opportunities in the field 

of big data. To capitalize on these opportunities, it is essential to address key issues 

such as data privacy, organizational barriers, and political support [34]. 

2.1.5.1 Traffic modelling, bottleneck identification and application of AI and data 

science 

The utilisation of big data and analytics in the field of road traffic transport 

facilitates the discernment of traffic patterns and congestion points. The results 

may provide valuable insights into traffic patterns, thereby enhancing the 

efficiency of the supply chain. Moreover, the deployment of big data and analytics 

in the domain of AI could enable the forecasting of prospective trends. Such 

predictive analysis enables businesses to plan for any potential disruptions in their 

supply chain and make the necessary adjustments to ensure the smooth operation 

of their logistics. The utilisation of big data in this manner enables companies to 

address issues proactively, thereby saving time and money in the long term. 

Overall, the integration of big data and analytics in the road transport sector has 

the potential to revolutionise the way of managing and navigating through urban 

areas. 
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o Traffic Modeling using Data Utilization: In RFT, big data allows to analyse 

individual behaviors and aggregated patterns that are necessary for 

explaining traffic dynamics [34]. 

o Bottleneck Detection and analysis: Big data analytics are necessary to 

identify freight bottlenecks for improving supply chain efficiency. New 

methodologies use telematics data to detect and analyze these bottlenecks 

in order to improve overall freight mobility [35]. 

o Applications of AI and Data Science: Compared with the pre-COVID-19 

period, the freight transportation industry has been more and more 

adopting various AI and data science techniques, such as post-COVID-19, to 

optimise operations and predict future trend [36].  

2.1.5.2 Customer satisfaction 

Big data and analytics are important in raising customer satisfaction in road freight 

transport through improvement of service quality, operational efficiency, and 

customer engagement. Because big data is integrated, logistics companies can 

know each customer they serve and how these needs can be satisfied. Although 

the effective use of big data in road freight transport is constrained by challenges 

such as data privacy concerns and a lack of technical expertise. Understanding 

these issues is important to taking full advantage of big data analytics’ ability to 
boost customer satisfaction. 

o Improved Service Quality: Through big data analytics, logistics company can 

monitor and improving of service quality with real time data analysis, timely 

delivery, and reduced errors [37]. Moreover, predictive analytics enable 

companies to anticipate customer needs such that service offered is 

customized to individual preferences [38]. 

o Operational Efficiency: Firms use big data in demand management to 

improve the auto routes and cut down the operation cost, thereby improving 

customer service and ensuring faster service [37].  

o Customer Engagement: Personalized customer experience with targeted 

marketing and loyalty programs can raise customer retention [38] greatly 

strengthening the brand's customers base. For example, big data can help 

companies to increase the Logistics Service quality and speed delivery, and 

eventually improve customer satisfaction [39]. 
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2.1.6 Blockchain technology 

Blockchain is the original digital money's (Bitcoin) primary identification and 

verification technology. Blockchain is a decentralized open-source platform that 

allows for more effective, transparent and reliable transactions between 

businesses and individuals, while protecting privacy, immutability and the 

confidentiality of company data, by eliminating the middleman, costs, delays and 

problems with interparty trust. Blockchain features can be beneficial for a 

corporate structure with many parties that rely on trust transparency and 

efficiency in contracting, data management, and inter party transactions [40], [41]. 

Blockchain technology is shaking up road freight transport with an eye toward 

efficiency, transparency, and security with shipments. IoT makes it easy for real 

time tracking and management of the cargo, reducing costs and making the 

operation better. However, while blockchain has a lot of promising advantages, it’s 
only a nascent onset in logistics where very few companies are even familiar with 

its applications, so widespread adoption may still be a way off. However, research 

and case studies are still needed to understand the effect of this more accurately 

on the industry. 

2.1.6.1 Improved traceability and transparency 

The integration of secure decentralized systems with real time data tracking 

streamlines traceability and transparency in road freight transport and this is the 

main reason why blockchain technology is highly valued. Through combining 

blockchain and IoT, cargo can be securely managed with the ability for efficient 

monitoring of cargo from the point of shipment to the end user, which is of 

particular importance in regard to hazardous materials [42].  

However, in the traditional centralized system, unfortunately there always lack of 

sufficient transparency and security, then causing system inefficiency and trust in 

stakeholders [43]. Utilizing blockchain's immutable ledger, all participants can see 

the same tamperproof version of transaction data which will lead to reduce fraud 

and better accountability [44]. In addition, smart contracts automate processes, 

reducing the potential for manual errors [42],  foster improved transactions speed 

and accuracy, while keeping regulations compliance through automated 

processes [44], [45]. Taken together, these technologies add up to a more reliable, 
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more transparent freight transport environment. Finally, the immutable record of 

cargo movement through blockchain provides an accountable and trusted record, 

and all stakeholders have access to real-time data, which builds trust [43]. 

2.1.6.2 Cost reduction and efficiency 

By bringing transparency, security, and huge efficiency gains in the supply chain, 

blockchain technology radically cuts costs and improves efficiency in road freight 

transport. Integration of blockchain with IoT enable real time tracking and control 

of cargo that greatly reduces the need for intermediaries and lower the operational 

costs [42]. Furthermore, blockchain ensures data integrity and authenticity which 

is problematic with conventional centralized system [43], [46]. The integration of 

blockchain with IoT, supports better resource management and operational 

visibility for transport hub activities [43]. 

2.1.6.3 Logistics providers’ competitive advantage  

Blockchain technology can be a prime competitive advantage for logistics 

providers to offer in the road freight transport by increasing transparency, 

traceability and operational efficiency. In the field of logistics, the absence of real-

time and secure data exchange between teams represents a significant challenge. 

Blockchain integration offers a potential solution to this problem [43]. However, by 

leveraging the IoT and cloud computing, logistics providers can automatically 

process logistics operations at transport hubs for improved performance at 

reduced costs [43], [47]. Additionally, blockchain adoption enables quicker 

logistics cycle with decreased documentation mistakes and enhanced cargo 

safety improving overall market competitiveness [48]. This is because businesses 

are increasingly realising these benefits and blockchain promises to play the role 

of the cornerstone of digital transformation in the logistics sector [47], [49]. 

 

3 Benefits of ICT Tools in Freight Transport 

The use of ICT tools in freight transportation offers a range of significant benefits, 

including improved transportation scheduling and route planning, enhanced 

tracking of vehicles and goods during the shipment process, quicker transport 

operations due to more effective data collection and analysis and enhanced 
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transaction documentation [3]. The aforementioned benefits, in addition to 

numerous others, can be classified into four principal categories: operational 

efficiency, cost reduction, environmental impact, and enhanced customer 

satisfaction. These benefits serve as catalysts for optimizing processes along the 

supply chain, resource allocation, and communication among stakeholders. The 

following subsections present a detailed overview of the main categories of ICT 

benefits in freight transport. 

3.1.1 Operational efficiency 

The application of new technology in logistics enables the expedient and cost-

effective delivery of goods to customers. In a modern economy, the optimal level 

of inventory is necessary to facilitate the timely delivery of goods. The logistics 

chain must coordinate all participants to ensure the efficient transportation of 

goods. Documents, contracts, and orders are standardized to facilitate the 

transportation of goods. A systematic approach is essential to solve transport 

problems. Transport and logistics clusters and multimodal centers contribute to 

the growth of the sector. The transport system functions most effectively when 

modern infrastructure and a competitive market for transport and logistics 

services support it [50]. 

The use of ICT in freight transport greatly increases productivity in all management 

aspects of the transport operation as well as improving safety standards and 

overall network utilization. These advancements result in lower cost and increased 

value of service level in the field of logistics [51], [52]. ICT applications coordinate 

material flows and enhance the networks, which in turn decrease travel distance 

[53].  

Moreover, ICT increases the readability and manageability of logistics flows of 

products and helps the manager to identify potential problems and to control 

delivery schedules [51]. In warehouse and distribution centres, new communication 

means are enhanced by decisions based on mobile applications to enhance 

flexibility and real-time inventory update [54]. These improvements indicate that 

ICT enhances the responsiveness and reliability of the logistics management 

process tremendously.  
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Furthermore, the implementation of ICT tools has a positive impact not only on 

operational efficiency but also to employee efficiency. This, in turn, enables the 

delivery of optimized services to customers. Training employees on ICT tools is of 

particular importance as it allows them to gain experience and enhance their 

efficiency, thereby contributing to the operational efficiency of the company [55]. 

Finally, the systematic implementation of ICT tools is a crucial step in enhancing 

freight transport efficiency and effectiveness. 

3.1.2 Cost reduction 

The freight transport industry leverages ICT tools to drive cost efficiencies and 

optimize logistics. Advanced ICT tools streamline delivery schedules, manage low 

stock levels, and enable real-time communication, all of which contribute to 

reduced transportation costs by improving the control over logistical processes 

[50], [52]. Route optimization and improved vehicle operations facilitated by ICT 

also help to lower fuel consumption and reduce energy emissions, aligning with 

both economic and environmental objectives [53]. 

ICT applications contribute significantly to operational efficiency in freight 

transport by minimizing travel distances and enhancing network efficiency, 

resulting in substantial fuel savings and emissions reductions [53]. Specialized 

tools like FastTRUCK exemplify the impact of ICT by enabling optimized transport 

planning, which has yielded cost reductions through better fleet management and 

resource allocation [56]. Furthermore, the application of artificial intelligence (AI) 

can facilitate the optimization of delivery routes, reduce shipping times, and assist 

logistics managers in formulating cost-reduction strategies [57]. 

The integration of digital technologies maximizes resource utilization, reduces 

inventory levels, and improves service quality, thus lowering overall transportation 

costs across the industry [50], [51]. Collectively, these ICT advancements enable 

the freight transport industry to operate more economically while meeting high 

standards for efficiency and sustainability. 

3.1.3 Environmental impact 

Unlike conventional transport systems, ICT tools can reduce energy consumption 

and emissions [53]. More specifically, the application of ICT in freight transport 
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supports the decrease in environmental effects and focuses mainly the amount of 

CO2 emissions. Specifically, ICT technologies are useful for improving operational 

effectiveness, resulting in decreased greenhouse gas emission due to better 

utilization of vehicles, eco-driving behavior, and optimum route selection [58], [59].  

For example, the application of ICTs in freight transport can contribute to 

improvements in environmental quality. The integration of telephone, internet and 

mobile phone technologies with road freight activities has the potential to enhance 

efficiency. In particular, a 10% increase in telephone penetration with road freight 

transport has been found to result in a reduction of CO₂ emissions by 2.26%. 

Furthermore, a 10% increase in mobile penetration with road freight transport and 

a 10% increase in internet penetration with road freight transport have been found 

to result in a reduction of 0.85% and 0.74%, respectively, in CO₂ emissions [58]. 

On the other hand, novel technologies in transport like fleet platooning and 

renewable energy trucks have proven capable of reducing the aspects of 

environmental detriment linked with road freight transport although the initial costs 

affect profitability [60].  

In addition, the formation of a singular digital information space ensures constant 

tracking and controlling of transports, thereby decreasing negative ecological 

effects [61]. In general, effective ICT advancement assists in compliance with more 

strict environmental norms and encourages sustainable growth throughout the 

freights transportation industry altogether [58], [60]. 

3.1.4 Customer satisfaction 

ICT tools are important in the field of freight transport, as they facilitate enhanced 

customer satisfaction through the optimization of service efficiency, transparency, 

and communication. Intelligent Transportation Systems (ITS) facilitate the 

optimization of logistics operations through the enhancement of vehicle support 

and energy efficiency, which has a beneficial impact on delivery times and the 

overall customer experience [62]. Moreover, social media practices are of great 

consequence in fostering customer engagement and deepening the 

understanding of client needs, a factor that is especially important in B2B 

interactions within the ICT sector [63]. The collective application of these tools 
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results in the provision of a freight service that is more responsive and customer-

centric. 

The application of ICT has led to notable enhancements in the responsiveness and 

efficiency of freight transport services offered to customers. For example, the 

deployment of sophisticated algorithms in mixed hub-and-spoke express freight 

networks demonstrates how the optimization of concurrent transport modes can 

simultaneously reduce operational costs and enhance customer satisfaction by 

maintaining high service levels [62]. Moreover, ICT applications, such as e-

payment and e-traceability, are crucial for enhancing customer satisfaction in e-

logistics services. These applications enable customers to track shipments in real-

time and facilitate seamless transactions [63]. Collectively, these ICT components 

augment the overall customer experience, underscoring the value of digital 

integration in contemporary freight transport. 

In general, ICT is reflected in the increased flexibility and productivity of customer-

oriented services within the freight transport sector. Therefore, in integrated 

network models with the use of advanced algorithms, multiple transport modes 

have been observed to reduce costs, meet high service level expectations, and 

improve customer satisfaction in e-logistics [64]. E-payment and e-traceability 

are essential for these applications, offering tracking transparency and easy 

payment procedures. These ICT applications demonstrate that digitalization is a 

crucial factor in enhancing modern freight service delivery and customer 

experience [65]. 

 

4 Challenges of ICT Tools in Freight Transport 

Despite the numerous benefits, the implementation of ICT tools in freight transport 

faces significant challenges. The main challenges include the high initial cost, data 

security and privacy concerns, compatibility issues, regulatory compliance 

requirements, and skill gaps among the workforces. 

On this regard, there are various barriers to the adoption of ICT including: firstly, lack 

of adequate capital investment to spearhead the implementation of ICT. Second, 

several organizations face the challenge of a deficient technical human capital. 
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Most operators are not trained to be able to harness sophisticated digital 

technologies [1]. It is therefore crucial to address these issues of compatibility and 

interconnection in order to utilize ICT tools in a manner that enhances the efficiency 

and innovation of freight transport [66]. 

4.1.1 High (initial) cost 

Another significant challenge is the economic and financial aspects, which 

encompass the substantial investment requirements, implementation, 

management, and maintenance costs, as well as the unfavorable financial 

circumstances of companies [67]. The high costs associated with ICT investments 

present a significant challenge for the freight transport sector, particularly for 

smaller operators and new entrants who have limited financial resources at their 

disposal. While ICT tools offer considerable benefits, including enhanced 

operational efficiency, improved service quality, and greater asset visibility through 

the IoT, the substantial initial investment, combined with the need for skilled 

personnel, limits the ability of many companies to adopt these technologies [25], 

[66]. For smaller companies, the transition from manual to advanced ICT 

infrastructures is further complicated by the complexities of global supply chains 

and the necessity of real-time data sharing [68], [69]. 

In order to overcome these obstacles, initiatives such as the SYNCHRO-NET project, 

which integrates ICT solutions with operational models, have been developed. 

Nevertheless, the initial investment and the ongoing operational costs remain 

significant obstacles for many logistics stakeholders [70]. Even when initial 

investments in ICT are relatively low, as is the case with some urban freight 

management platforms, the costs associated with ongoing data management 

and cybersecurity measures represent an additional financial barrier [66], [71]. 

Moreover, the costs associated with freight transportation are influenced by a 

multitude of factors, including the financial implications of technology-related 

expenditures [72]. 

Moreover, the regulatory push for the adoption of digital technologies through the 

implementation of electronic Freight Transport Information (eFTI) standards 

introduces further complexities. For small and mid-sized companies, economic 

constraints, workforce digitization demands, and issues with system compatibility 
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complicate the transition to ICT tools, especially for IoT applications that come with 

high installation costs and cybersecurity risks [1], [25], [66]. In order to address 

these financial and operational barriers, contingency strategies must be 

developed within the freight logistics sector. These strategies must ensure that 

stakeholders can effectively adapt emerging ICT tools to achieve the intended 

efficiency and performance gains [68].  

4.1.2 Data security and privacy 

The primary ICT challenges impeding the implementation of freight transport 

sector initiatives are data security concerns stemming from communication 

system insecurity and the increasing complexity of data management. A 

significant proportion of existing wireless public services lack a guaranteed level of 

ITS communication security and reliability, which frequently results in data leakage 

and system failures [73].  

Privacy is an important factor when utilizing ICT tools in the freight transport 

context, therefore developments in the field of IoT are necessary in order to secure 

privacy. Integrated information systems through deployment of vehicular ad hoc 

networks allows for timely sharing of data thereby enhancing operational 

efficiency. However, this also presents challenges related with privacy such as 

confidentiality, geographical location, and identity [74], [75].  

New threats related to the location data of vehicles in motion are emerging, 

therefore, the development of holistic privacy strategies that not only cover 

different privacy threats but also consider their interconnections are of paramount 

importance [76]. Moreover, these systems are evolving with flexible privacy 

measures designed to operate within the enabling environment or architecture of 

complex systems [77]. However, the freight transport industry is increasingly 

becoming a significant contributor to the generation of big data. Consequently, it 

is imperative that the industry develops effective strategies to safeguard data and 

prevent a significant breach of information during the extensive sharing of data 

between vehicles and applications [75]. The resolution of these privacy challenges 

is crucial for the advancement of sustainable ICT in freight transport. 
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4.1.3 Compatibility issues 

A further challenge encountered by ICT tools in the freight transport industry is that 

of compatibility. This section examines compatibility issues in the use of ICT for 

freight transport and attempts to address these issues for a more effective and 

easy use of ICT in the freight transport sector and for more sustainability goals. 

However, the full potential of ICT tools to improve efficiency and reduce 

environmental impact will not be realized until these challenges are addressed. 

The implementation of ICT tools in the road freight transport sector poses a serious 

challenge of compatibility issues. Traffic management and freight operations are 

hampered by this lack of interoperability between different network management 

systems [78]. However, adoption of ICT in the industry is passively, as companies 

usually use isolated applications instead of whole, integrated systems, and, 

consequently, they use less of the possible ICT benefits [79]. 

ICT play a vital role in the overall growing operational efficiency of the 

transportation systems, but the complex linking of freight management systems 

and Intelligent Transportation Systems (ITS) remains a major barrier [80]. These 

issues externally impose barriers in relation to data exchange and documentation 

across modalities, notably maritime and rail, when using ICT tools [81]. 

In order to achieve dynamic city logistics and operational efficiency in freight 

transport, it is essential to leverage the potential of emerging technologies, 

including the IoT, blockchain, and big data [68]. Yet, these technologies are based 

on the need for cohesive ICT frameworks that can support numerous monitoring 

devices and computational resources while also offering a pressing need for freight 

transport to grow [82]. Additionally, although ICT has the potential to reduce road 

freight transport environmental impact, its success is predicated on compatibility 

hurdles and effective take up of diverse communication technologies [58], [83]. 

Therefore, the use of ICT tools within freight transport faces important barriers 

which include the forthcoming changes in regulatory measures and the 

appearance of innovative technologies. Some of these challenges are conflict and 

compatibility of the framework with other frameworks. The integration of Intelligent 

Transport Systems (ITS) and electronic Freight Transport Information (eFTI) 

regulations highlights the urgent need for interoperability among diverse ICT 
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platforms. However, this is frequently impeded by discrepancies in capacity and 

resources across companies [1]. For example, the implementation of a European 

e-Freight platform illustrates the necessity for the integration of the supply chain 

interface with transport and administrative systems in order to enhance 

multimodal logistics [84]. 

4.1.4 Regulatory compliance 

The implementation of ICT tools in road freight transport is constrained by 

regulatory issues, primarily due to the lack of flexibility in existing technological 

solutions to accommodate the requisite regulatory changes. Nevertheless, the 

incorporation of Big Data and the rapidly evolving innovative technologies could 

facilitate the enhancement of existing compliance and enforcement mechanisms, 

whereas the majority of existing tools are not aligned with the heterogeneous 

requirements of the industry. This misalignment results in inefficiencies, and it is 

evident that technological updates should be implemented to accommodate 

regulatory expectations [85], [86]. 

Add to this the international conventions of regulating the use of electronic 

transport documents. Specifically, the complex and fragmented legal system at 

the EU, national, and international levels represents a significant challenge to the 

efficient transit of road freight within the EU. As a consequence of this 

fragmentation, the definition of an acceptable electronic document can vary 

significantly between different authorities, resulting in a complex and often 

contradictory legal framework. Furthermore, the industry's IT infrastructure is highly 

dispersed, with systems that are poorly interoperable and a dearth of standard 

protocols for exchanging electronic documents and messages. This technical gap 

impedes communication and integration. In addition to the significant challenge 

of stakeholders' acceptance of electronic documents, even simple documents like 

entries in audit logs are met with resistance. Many parties involved in freight 

transport find themselves in a position of adopting electronic documentation due 

to a combination of factors, including a lack of trust, limited knowledge, or a 

reluctance to alter long-standing practices [1]. 

Furthermore, the emergence of transport platforms introduces an additional layer 

of regulatory complexity. To ensure fair competition and address market power 
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issues, a balanced approach is necessary to regulate these platforms effectively 

[87]. It is therefore crucial that ICT tools are designed with updated governance 

frameworks that align international and national regulations with the goal of 

facilitating ICT-based compliance while maintaining innovation [85], [86]. 

In general, strategic approaches are necessary to match developing technological 

solutions to the evolving regulatory requirements. Collaborate between technology 

developers and policymakers to fill the gap and enable the sector transition into a 

smooth digital one in road freight transport is necessary to enable effective 

management of compliance [88]. 

4.1.5 Skills gaps 

The road freight transport sector is experiencing a lack of knowledge, particularly 

in the context of ICT, which is undergoing continuous change. Consequently, over 

half of the 477 million-strong workforce in Europe lacks training or instruction in 

modern ICT competencies, including digital skills. This percentage rises to 47% if 

traditional skills, primarily based on hard copy communication, are excluded. 

Currently, up to 90% of jobs require these competencies [89]. In the field of logistics, 

the situation is further complicated by the growing trend of automation and data-

driven processes, which necessitate a higher level of expertise to effectively 

manage emerging technologies such as Big Data and the IoT [83], [90].  

Furthermore, the implementation of ICTs in transportation systems necessitates a 

workforce proficient in their utilisation. However, a considerable proportion of the 

workforce lacks the requisite training, resulting in a skills gap that impede 

operational efficiency [68], [91]. In particular, the primary skill gaps can be 

classified into three categories: everyday skills, generational skills, and workforce 

skills. Organizations with a larger workforce exhibited a lesser degree of skill gaps 

pertaining to digitalization when compared to organizations with a smaller 

workforce [92].  

As a result, companies can mitigate skills gaps by implementing diverse strategies. 

Some of them include internalization of skill development, the encouragement of 

current employees to pursue advanced degrees, the provision of tuition assistance, 

and the engagement of training specialists to educate their personnel. On the other 

hand, organizations can hire qualified new employees. Moreover, a hybrid 
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approach that combines internal skill development with the utilization of a skilled 

contract workforce to address immediate needs is also a viable option [93]. 

Consequently, it is crucial to address these gaps through targeted training 

partnerships between industry and government, thereby sustaining growth in the 

sector. [90].  

 

5 Recommendations 

5.1.1 Security and Privacy 

Securing personal data and privacy is of significant importance in today's digital 

age. Organizations that collect and process personal data must exercise the 

greatest care and attention to ensure the protection of that data. It is, however, the 

responsibility of governments to establish the necessary policies and regulations 

to ensure personal privacy. 

Organizations should be regulated to know exactly how they should be collecting, 

storing, and sharing personal data. Also, organizations must be accountable for 

any breaches of privacy that may happen. The adoption of the following measures 

gives people peace of mind that their personal information is now secured. In fact, 

in order to reap the full benefits of today’s digital age, we must ultimately prioritise 
the protection of personal data. These regulations ought to include specific 

protocols for notification of individuals damaged by a data breach, as well as 

specific steps to correct the problem. Moreover, it should be done through regular 

audits and assessments of data security measures to ensure that these 

regulations are compiled and to constantly improve these measures. Governments 

can be initiative-taking and do their part to assist in creating a safer digital 

environment for all people and supporting the integrity of data protection laws by 

taking these measures.  

Not only will this be beneficial for individuals with regards to privacy and security, 

but it will create more of a trustworthy and secure digital space. Through 

implementing strong data protection regulations, the same can be done to 

increase security for ICT tools and to encourage both innovation and development 
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of the digital economy. The development and implementation of strong measures 

to combat ever changing threats in digital space requires to work in collaboration 

with industry stakeholders and cybersecurity experts. With the help of constant 

vigilance and partnership, we can protect personal data properly and have an 

even more secure and resilient digital future for everyone. 

5.1.2 Collaboration with stakeholders 

5.1.2.1 Cybersecurity experts 

The collaboration between governments and cybersecurity experts can facilitate 

the protection of users of ICT tools from data security and privacy risks. Through 

joint efforts, they can deliberate on the implementation of novel and robust security 

protocols to counteract cyber threats and assaults. It seems probable that 

governments will also allocate greater resources to educational and training 

initiatives with the objective of enhancing public awareness of the importance of 

data security and privacy. Such initiative-taking measures would contribute to the 

creation of a safer environment for all users of ICT tools. 

In order to establish a secure foundation upon which ICT tools are used in freight 

transport, it is vital that policymakers and cybersecurity experts collaborate. 

Furthermore, the partnership ensures that any new digital solutions introduced into 

the logistics sector are equipped with comprehensive safeguards to protect 

sensitive operational data from breaches and cyber-attacks. The integration of 

policy expertise with advanced cybersecurity knowledge enables governments to 

establish regulations that mandate robust security policies, require data 

encryption, and develop protocols for incident response. The implementation of 

these measures fosters trust in digital systems while also safeguarding economic 

interests and national security. Effective collaboration can facilitate the 

development of a resilient freight ecosystem, founded upon innovation, which 

upholds data privacy and security. 

5.1.2.2 ICT providers 

In addition to working with cybersecurity experts, governments should also engage 

with providers of ICT tools in the freight transport industry. Such collaboration can 
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facilitate a mutual understanding between governments and ICT providers 

regarding the necessary requirements for the efficient provision of tools. 

By working closely with ICT providers in the road transport industry, governments 

can gain valuable insight into the challenges and needs of these providers. By 

working together, this collaboration can help increase the likelihood that the tools 

and technologies being built meet the needs of each of the providers and end 

users. Secondly, there are opportunities for government to participate in fostering 

strong partnerships with ICT providers and thereby encourage innovation as well 

as making progress in the field of road transport technology. This collaboration will 

result in more efficient and effective solutions that will benefit all stakeholders.  

On the other hand, governments can also use the expertise and resources of ICT 

providers to develop better overall safety and sustainability of road transport 

systems. Governments can enhance traffic flow, reduce congestion, and mitigate 

environmental impact through the advancement and deployment of technology, 

including smart traffic management systems and vehicle-to-infrastructure 

information networks. Additionally, by collaboration with ICT service providers, 

governments can handle essential topics, for instance, data security and privacy, 

and deploy the new technologies in a responsible and respectful manner. When 

viewed holistically, this collaboration between government and ICT providers in the 

road transport sector has the potential to significantly impact the industry, 

elevating capabilities and delivering a more connected and efficient 

transportation system in the years ahead. 

5.1.2.3 End users 

By engaging with end users, governments can gain insight into the benefits and 

challenges they encounter when utilising ICT tools in freight transport. This 

collaboration can assist governments in adapting their policies and regulations to 

address the needs of end users more effectively, ultimately enhancing the overall 

user experience and efficiency of freight transport operations.  

Furthermore, engaging with end users allows governments to gain valuable 

insights into emerging trends and technologies that can further enhance the 

transportation network. By working closely with both ICT providers and end users, 

governments can ensure that the future of road transport is sustainable, safe, and 
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technologically advanced. This collaboration can result in the creation of 

innovative solutions that address current challenges in freight transport, such as 

congestion and emissions. By integrating technology and user feedback into 

policymaking, governments can develop a more resilient and responsive 

transportation system. In doing so, they can also foster a more competitive and 

sustainable economy, benefiting both businesses and consumers alike. 

5.1.3 Increase capacity and awareness 

Knowledge and understanding of ICT tools in freight transport is vital for 

stakeholders and policy makers. Education programs, workshops, and informal 

learning opportunities can assist stakeholders and policymakers in understanding 

the role of ICT tools in freight transport.  

Moreover, ICT experts can invest in small advertising campaigns by sending out e-

newsletters and by organizing events, webinars, and training scholarships, in order 

stakeholders and policymakers gain increased awareness on this topic. Increased 

awareness on ICT tools for freight transport can lead to cost savings, improved 

efficiency, and enhanced safety standards within the freight transport industry. 

Through increased capacity and awareness, stakeholders and develop strategies 

to overcome any challenges they may encounter. On the other hand, policymakers 

can make more informed decisions regarding investment in ICT infrastructure and 

regulations with greater access to information. 

In addition, leveraging these capabilities within the ICT tools allows the industry to 

approach critical issues such as sustainability and emissions reduction with a 

unified approach. This is only possible if policymakers and other stakeholders alike 

understand what ICT tools are available. Policymakers with a deep understanding 

of these technologies can design policy that not only pushes digital solutions, but 

that also facilitates collaboration to promote technological innovation. With this 

knowledge stakeholders are better able to align their activities with the policy 

objectives thereby making projects more efficient and environmentally 

responsible.  

Increased capacity and awareness increase the resilience and adaptability of the 

freight sector, enabling it to meet future demands while maintaining a balanced 
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economy and ecology. Finally, the freight transport industry requires ICT capacity 

and awareness tools to drive innovation and competitiveness. 

5.1.4 Reducing emissions 

The introduction of new ICT tools which can reduce emissions in freight transport 

offer governments an opportunity to lead by adopting comprehensive ICT policies. 

The development of smart logistics platforms and real-time traffic and emission 

monitoring systems are key strategies for optimizing freight routes and reducing 

fuel consumption. Governments can promote the use of technologies like 

predictive analytics and AI driven maintenance tools to optimize planning of 

logistic and vehicle maintenance to reduce emissions. The promotion of data-

sharing frameworks and transparent tracking via blockchain encourages the 

development of cooperative logistics and eco-friendly practices. 

Providing tax incentives, training programs, and public-private partnerships to 

encourage the adoption of ICT can accelerate the transition towards cleaner 

operations. Moreover, intelligent traffic management systems and eco driving 

support tools help to optimize traffic flow and minimise the idling time. Electric 

vehicle routing is enhanced by the integration of ICT comprising electric and 

autonomous vehicles. Finally, clear regulatory frameworks for emission compliance 

and cybersecurity ensure safe and standardized adoption, enabling a sustainable 

transformation of the freight sector. 

5.1.5 Reducing initial cost 

Governments can play a pivotal role in reducing the high initial costs associated 

with ICT tools in freight transport, thereby making them more accessible to 

companies of all sizes. For example, governments can introduce financial support 

mechanisms, such as grants, low-interest loans, and tax credits, to encourage 

investments in ICT infrastructure. Nevertheless, these incentives may assist logistics 

companies, particularly SMEs, in overcoming the initial financial challenges 

associated with implementing technologies such as telematic systems, digital 

route planners, and real-time data analytics tools, which are essential for 

optimizing operations and reducing emissions. 
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In addition to providing financial assistance, governments can enter into Public-

Private Partnerships (PPPs) to help share the costs of developing and implementing 

ICT solutions. Shared digital platforms or cooperative research projects of this 

nature can help to mitigate financial risk while also demonstrating the potential of 

new technology. Such partnerships can also facilitate the involvement of public 

and private stakeholders in the scaling of innovation, transfer of knowledge, and 

the eventual development of cost-effective solutions based on industry needs. 

Governments can also facilitate or even create bulk procurement programs for ICT 

tools that help logistics companies purchase them at better prices, taking 

advantage of economies of scale to reduce the individual burden. Furthermore, it 

enables the establishment of frameworks surrounding these collective 

agreements, which in turn leads to reduced costs and accelerated adoption. By 

combining financial strategies with training programs that illustrate the long-term 

cost savings and efficiency gains associated with ICT tools, enthusiasm for digital 

transformation in freight transport can be fostered, thereby driving economic and 

sustainability-related progress. 

 

6 Conclusion 

This thematic study demonstrates how the implementation of ICT tools can 

enhance operational efficiency, promote sustainability, and improve customer 

satisfaction in the freight transport sector. The integration of ICT tools, including 

GPS, GIS, TMS, EDI, IoT, Big Data, and Blockchain technology, can enhance 

operational reliability, reduce costs, increase customer satisfaction, and mitigate 

environmental impacts. These tools facilitate real-time tracking, route plan 

optimization, supply chain visibility, and seamless communication between 

stakeholders. 

However, the implementation of ICT tools in freight transport also poses huge 

challenges, such as high initial costs, data privacy and security issues, 

compatibility issues, regulatory compliance requirements, and skills gaps within 

the workforce. In order to overcome these challenges, it is essential to develop 

strategies that overcome these including investing in workforce training and 
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development, standardization, and interoperability, and promoting collaboration 

between industry stakeholders and policymakers. 
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